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<Mucemo> MunHobpHayku Poccum ot 14.05.2018 N 08-1184 [lokyMeHT npeaocTasneH KoncynbTaHTlioc

"O HanpaBneHun nHcopmaummn” -
(BMecTe ¢ "MeToanyeckMumMu pekoMeHaaLUusiMm o... Rata coxpatetius: 20.08.2018

McTouHuk nybnukaumm
[okymeHT onybnukoBaH He 6bin

MpumeyaHne K BOKYMEHTY

Ha3BaHue goKkymeHTa
<Muncbmo> MuHobpHaykm Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHgpopmauun”
(BMecte ¢ "MeToaMyeckMMU peKkOMeHZauMsMM O  pasMELlEeHMUM Ha  UHMOPMAUMOHHBIX  CTeHaax,
opuumManbHbIX  UMHTEpHeT-canTax W Opyrux UWHQOPMaUMOHHbIX  pecypcax obleobpasoBaTenbHbIX
opraHusauMm W OpraHoB, OCYLIECTBNAWUX YynpasrneHne B cdepe obpasoBaHus, WHGopMauum o
6esonacHom NoBedeHUN 1 Ucnonb3oBaHun cetn "NHTepHeT")
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MWHUCTEPCTBO OBPA30BAHUSA U HAYKU POCCUACKOW ®EQEPALIUK

OENAPTAMEHT FrOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 man 2018 r. N 08-1184

O HANPABJNEHUXN UHOOPMALIUU

[enapTtameHT rocyaapCTBEHHONW nNONUTUKA B cdepe obuwero obpasoBaHus MuHobpHaykn Poccuu
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHown komuccmen Coseta Pepepaumm nNO  pasBUTUIO
NMH(OPMALIMOHHOIO obLecTBa MeToAMYECKME peKOMeHZauuy O pasMeLleHMU Ha WHMOPMAaUMOHHBIX CTeHAaXx,
oduumanbHbIX MHTEPHET-CanTax U Apyrmx MHOOPMAaLUMOHHBLIX pecypcax 00Leobpa3oBaTeribHbIX OpraHu3aumnm u
OpraHoB, OCYLLUECTBMALWUX ynpasreHne B ccepe obpasoBaHus, MHpopMauum o Ge3onacHOM MOBEAEHVN U
ncnonb3oBaHun cetn "HTepHeT".

OupekTop [enaptameHTa
A.E.NETPOB

MpunoxeHue

METOAWYECKWE PEKOMEHOALIUU
O PABMELLEHUXA HA UHOOPMALIMOHHBIX CTEHAAX, O®ULIMANBHbBIX
WHTEPHET-CAUTAX U OPYITMX UH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATENbHbIX OPFAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMACHOM
NOBEOEHUU N UICNONb30OBAHUU CETU "MHTEPHET"

Okcneptamn u uneHamyn BpemeHHon komuccum Coseta degepaumm no pas3BuTUO MHAOPMAaLMOHHOMO
obuecTBa B pamkax BbIMOSTHEHUS pEKOMEHAALUNIA MapnaMeHTCKMUX CriyllaHuin "AKTyanbHble BOMPOChI 06ecneyeHunst
6e30nacHOCTU U pa3BUTUSA AeTeln B MHOpMaLVMOHHOM npocTpaHcTee", koTopble npownu B CoseTte ®epepauuum 17
anpensa 2017 r., 6binu paspaboTaHbl MeToAMYecKMe pekoMeHAauuuM O pasmelleHuM Ha WH(OPMAaLMOHHBLIX
CTeHAax, oduuManbHbIX WHTEPHET-calTax W Jpyrnx WHAPOPMALMOHHBLIX pecypcax obleobpasoBaTenbHbIX
opraHusaumi U OpraHoB, OCYLLECTBRSOWNX ynpaBrneHue B cepe obpasoBaHusa, uHdopmaumm o 6eszonacHom
noBefeHUN U ucnonb3oBaHun cetn "HTepHeT" (ganee - MeToanyeckue pekoMmeHaaumm).

MeToanyeckue pekomeHOauUM HanpasfeHbl Ha KayeCTBEHHOE MOBbIWEHME YPOBHA WHGOPMAaLMOHHON
OeAaTenbHOCTU 00w eobpa3oBaTenbHbIX OpraHM3auuMid M OpraHoB, OCYLUECTBASLWMUX YynpaBreHue B cdepe
obpasoBaHMsi, B 4YacTU MHPOPMUPOBAHMS YyyalUUXCs, WX poauTenen (3akoHHbIX npeacrasutenen) u
negarormyeckmx paboTHMKoOB 06 OCHOBHbLIX acnekTax MHPOpPMaLNOHHOM B6e30MacHOCTM.

MeToguyeckne pekomeHgauuum no3BonaT  obuieobpasoBaTenbHbIM  OpraHMsauusiM U opraHam,
OCYLLECTBMSAOLWMUM ynpaeneHne B cpepe obpasoBaHUs, akTyanuanpoBaTb yXKe MCMNOoNb3yeMble N pasMeLleHHble
MH(OPMaLMOHHbIE MaTtepuanbl, Tak U MOArOTOBUTb UX B Cllydae MX OTCYTCTBUS C YYETOM Jy4ylMX MPaKTUK W
pekomeHaaunin.

B pamkax MeTogMyecknx pekoMeHaauni paccMaTpuBatTCs cnegyowme MHCTPYMEHTDI:

1. NHpopMaLMOHHBbIE CTEHAbI;

2. otbmumansHble NHTEPHET-PEeCYpPChl;

3. cpeacTBa MaccoBov MHGOPMaLMK (LUKONbHbIE ra3eThl, Negarormyeckne n3gaHus u gpyrue).

UHdopmaumoHHble cTeHObl
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Ha wHdopMaumoHHbIX cTeHgax B obuleobpasoBaTenbHbIX OpraHu3auusix, pacnosiokeHHbIX B done
yupexaeHmn M B kabuHeTax, OCHALUEHHbIX MepCoHarnbHbIMU YCTPOUCTBaMU Anst Bbixoda B ceTb "WHTepHet",
pekoMeHayeTCcs pasMecTuTb WH(OPMALMOHHbIE MaMATKM, COAEpXallue OCHOBHble COBETbl MO obecneyeHuto
MHopMaLUMOHHON 6Ee30MAaCHOCTU yYaLLMXCS.

B npunoxeHun N 1 kK MeToaUYECKMM pekomMeHaauuam npeacrtasneH obpasel NaMAaTKU AN pasmeLleHns Ha
NHOPMALIMOHHBIX CTEHaaX.

CpencrtBa MaccoBon MHdopmaLmm

B cpenctBax MaccoBoW MHOpMaLUWM, OPUEHTUPOBAHHBLIX Ha OBOy4aloLMXCsl, PEKOMEHAYEeTCs B TeYeHue
y4ebHOro roga perynspHo nyénukoBaTb MHMOPMALMOHHbIE MaTepuarbl, NMOCBALLIEHHble OTAENbHbIM acrnekrTam
MHpopMaLIMOHHO 6e30NacHOCTH, a Takke pasfMyHble NaMATKM o6LLEero xapakrepa.

B cpeactBax MaccoBow UMHOpMaUMXM, OPUEHTMPOBAHHBLIX Ha MNeJarornyeckylo  0OLLEeCTBEHHOCTb,
pekomMeHOyeTCsi B TeYeHue KaneHdapHoOro roda perynspHo nybnukoBaTb WH(OPMaUMOHHBIE MaTepuarnsl,
NOCBSILLEHHbIE OTAEeNbHbIM acnekTam MHgopMauuoHHon 6e30MacHOCTU Kak HEeCOBEPLUEHHOMETHUX, Tak W
oblleobpa3oBaTenbHbIX OpraHM3auun, a Takke pasnuyHble namsaTkn, 0630pbl  HOPMAaTMBHO-MPaABOBOroO
perynupoBaHus gaHHOW cepbl U MHOPMALMIO O aKTyarnbHbIX MEPOMNPUSTUAX U COOLITUSAX B AaHHOM cdepe.

B xope npoBegenunsa EamHoro ypoka no 6esonacHoctn B cetn "VIHTepHeT" pekomeHayeTcsa obecneuvnTtb
BbINYCK TEMaTUYECKOro BbiNycka CpeAcTBa MacCcoBOW MHGopmauum nnubo cepum nybnvkauun, cpeam KoTopbixX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUSATUS O 0byvalLWwmxcs, ux poguTenen (3akOHHbIX NpeacTaBuTenen) u
negarormyeckon obLEecTBEHHOCTY.

OdwmumansbHble UHTEepHeT-pecypcebl

O6weobpasoBaTenbHbIM OpraHn3aumsM pPeKoOMeHOAYeTCsa Ha CBOMX odmuymnanbHblx VIHTEpHeT-pecypcax
obecneuntb (YHKUMOHMPOBAHME CaMOCTOSITENTbHOIO W CrneumnanuanpoBaHHOro pasgena "MHdopmaumnoHHas
©e30nacHOCTL", B pamMKax KOTOPOro NpeaycMOTpeTb pasMeLLeHne crneayoLlen nHdopmaumm:

N Paspen/nogpasgen dopmat npegcraBneHuns CopepxaHune matepuarnon
mMaTepuanos
1. |JlokanbHble Konuu JoKymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOpMaTMBHbIE akTbl B | (bopmaTe *PDF CKaHUPOBAaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYIOLLNI TpeOOBaHNAM K
NHEOPMALMOHHOM napameTpamM CKaHUPOBaHUS.
BesonacHocTH PasmelLaloTca JOKYMEHTHI,
obyyvaromxcs pernaMeHTpyloLmne opraHm3aumio n

paboTy ¢ NepCoHanbHbIMU AAHHBIMMU,
nnaHbl MeEpPONpUATUA No ob6ecneyveHunto
WHpopMaLMOHHONM 6e30nacHOCTU
obyuvaromxcsa u gpyrue.

2. |HopwmatusHoe Konuu gokymeHTOB B My6nukytoTCcsa akTyanbHble CBEAEHUS O
perynupoBaHue dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
nMCbMax OpraHoB BNacTu u apyrue
HOPMaTMBHO-NPaBOBbIE JOKYMEHTHI,
pernameHTupyoLwmne obecneveHve
MHpopMaLMOHHONM BGe3onacHOCTU
HecoBepLUeHHoNeTHMX. flonyckaeTcs
BMECTO KOMUIn pasmMeLlaTb rmnepcebInkn Ha
COOTBETCTBYIOLUNE JOKYMEHTbLI HA canTax
OpraHoB rocyfapcTBEHHOW BNacTu.
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3. lNeparornyecknm TekcT Ha cTpaHuue Pasmewatotcs metognyeckme
paboTHMKam caunTa pekomMeHAaumMm 1 yKasbiBaeTcs
Konunn oOKyMeEHTOB B WMHpopMaLMSa O MeponNpUATUSIX, MPOEKTax
dopmaTte *PDF W nporpaMmmax, HarpasfeHHbIX Ha

NoBbILLIEHNE UH(POPMALIMOHHOM
rpPamMoTHOCTM NeAarorm4ecknx paboTHMKOB.

4. | Obyvarowmmcs TekcT Ha cTpaHuue PaamelyaeTca MHhopMaLMOHHaA namsaTka
cavta (npunoxenue N 2) u ykasbiBaetcsi
MHGOpMaLMa O MEPONPUATUSIX, MPOEKTaX
1 NporpaMmmax, HanpaBfeHHbIX Ha
NoBbILLIEHNE UH(POPMALIMOHHOM
rpPamMoTHOCTM 0By4atoLnXCS.

5. Pooutensam (3akoHHbIM | TEKCT Ha CTpaHuue PaamelyaeTca MHhopMaLMOHHaa namsaTka
npeacTaBuTeNsm) canTa (mpunoxenue N 3).
obyvatowmxces

6. |[Oetckue 6e3onacHble | TeKCT Ha cTpaHuue Pa3meluaetcs nHcbopmauus o
canThbl canTa pPEKOMEHYEMBbIX K UCMOSb30BaHUI0 B

y4yebHOM npouecce 6e3onacHbIX canTax,
©OaHHepbl 6e30nacHbIX 4ETCKUX CalTOB.

OpraHam, ocyLlecTBRAKLWNMM ynpasneHue B cepe obpa3oBaHus, pekOMeHAYeTCs Ha CBOMX OuLmarnbHbIX
WHTepHeT-pecypcax obecneuntb (PYHKUMOHMPOBAHWE CaMOCTOATENbHOrO U CrneuManu3npoBaHHOIO pasgena
"MiHdopmaLmoHHasa 6e3onacHOCTL", B paMkax KOTOPOro NpeagycMoTpeTh pasMmeLLeHme cnegyrolen nHpopmaumm:

MpunoxeHue N 1

MAMSTKA )
NSl OBYYAIOLLMXCS OB UHOOPMALIMOHHOW BE3OMNACHOCTMU IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK 4aCTHy MHOpMaumio (HacTodlwme uMms, damunuio, TenedoH, agpec,
HOMEp LLIKOSbI, @ Takke dpoTorpadumn CBom, CBOEN CEMbM U OPYy3€en);

2. OTKpbIBaTb BIIOXEHHbIE (halbl 3MIEKTPOHHOM MOYThI, KOr4a He 3Haellb OTNpaBuUTenNs;
3. MpybuTh, NpuaMpaThCH, OKa3biBaTb AaBMeHMe - BeCTU cebsi HEBEXITUBO U arpecCuBHO;
4. He pacnopsikaincs AeHbrammu TBoel cemMbm 6€3 paspeLleHns cTapLlumnx - BCerga cnpailmean poanTenen;

5. He BcTpeuvaiica ¢ MHTepHET-3HAaKOMbIMU B pPearnbHOW XXW3HWU - NMOCOBETYMUCSH CO B3POC/bIM, KOTOPOMY
foBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe Henpaeay B VIHTepHeTe - coobwm 06 3TOM CBOUM POAUTENSIM
Unn onekyHaw;

2. an/IFJ'IaLLIalOT nepenncbiBaTbCA, UrpaTtb, obmeHmBaTbCS - npoBepPb, HET JTIN NOABOXa,

3. HezakoHHOe konupoBaHue arinos B /IHTepHeTe - BOPOBCTBO;
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4. Bcerga pacckasbiBan B3pOCsbiM 0 Npobremax B CETU - OHM BCeraa NoMoryT;

5. Wcnonb3yit HacTpolikn 6e3onacHOCTU 1 NPUBATHOCTM, YTOObI HEe MOTEePATb CBOM akKayHTbl B COLICETSX U
APYrvx nopTanax.

MOX>HO
1. YBaxawn gpyrux nosnb3oBaTteneu;
2. Nonbk3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbINKY Ha Hero;
3. OTKpbIBaN TONbLKO T€ CChISIKU, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NOMOLLBIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMWHUCTPaLNS CanToB BCerga noMoryT;

5. Mponan obyveHne Ha canTe "CeTeBNYOK" 1 NONyYn NacnopT LUdpPOoBOro rpaxaaHuHa!l

MpunoxeHue N 2

WHO®OPMALIMOHHAA NAMATKA
AOnA ObYYAKOLWUMXCA ONnA PASMELLEHUA
HA O®PULNATBbHbBIX MHTEPHET-PECYPCAX

C kaxablM rogoM MOMOAEXWN B UHTEPHETE CTAHOBUTbLCH GOnblUe, a LUKOMbHUKMA OOHW U3 CaMblX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexgy Tem, NMOMMMO OFPOMHOIO KONIMYecTBa BO3MOXHOCTEMW, WHTEPHET HeceT W
npobnembl. 3Ta NamMATKa AOMMKHA NOMOYb Tebe 6e30MacHO HaxoaUTbCs B CETH.

KomMnbroTepHblie BUpYCbI

KoMnNblOTEPHBIN BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbIX MpOrpamMm, OTANYMTENbHOW OCOBEHHOCTLIO
KOTOPOW SBMSIETCA CMOCOBHOCTb K pasMHOXEHWo. B pgononmHeHwe K 3TOMy, BUPYCbl MOFyT MOBPeaunTb Wu
MOMHOCTBI YHUYTOXUTb BCe (pannbl M AaHHbIe, NMOAKOHTPOSIbHbIE MOMb30BATEN0, OT MMEHU KOToporo Obina
3anyLieHa 3apakeHHas nporpaMmma, a Takke NOBPeAnTb UK AaXe YHUHTOXUTb ONepaumoHHYH0 CUCTEMY CO BCEMM
dannamm B uenom. B 6onbLINHCTBE CryvyaeB pacnpoCTPaHSTCS BUPYChl YEPE3 UHTEPHET.

MeToapb! 3aluThl OT BPEAOHOCHLIX MPOrpamm:

1. Wcnonbayih coOBpeMeHHble OnepaLuoHHbIE CUCTEMbl, WMeloLlNe Cepbe3Hbli YPOBEHb 3alluTbl OT
BPEAOHOCHbIX NMPOrpaMm;

2. TlocTosiHHO ycTaHaBnMBar navtv (LMdpoBblE 3annaTkvi, KOTopble aBTOMATUYECKM YCTaHaBMMBAKOTCS C
uensto gopaboTku nporpammbl) U Apyrme OGHOBNEHUA CBOEW onepauuoHHOW cucTembl. CkaumMBam UX TONbKO C
oduumnansHoro canta paspabotumka OC. Ecnu cylecTByeT pexxum aBToMaTnyeckoro obHOBMNEHUS, BKITHOYN €ro;

3. Pabotait Ha cBoeM KoMMbloTepe Mnoj npaBamu nonb3oBaTtens, a He agMuHUcTpaTopa. ATO He No3BONMUT
GOMbLUMHCTBY BPEAOHOCHBIX MPOrpamMM MHCTaNIMpoBaTbCsl Ha TBOEM NEPCOHANIbHOM KOMMbIOTEPE;

4. cnonb3yn aHTMBUPYCHbIE MNPOrpaMMHble NPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6as;

5. Orpaqub d)l/l3|/1'-leCKI/1I7I 0O0CTyn K KOMNbOTEPY ANA NOCTOPOHHUX NALL;

6. Vicnonb3yi BHeLWHWe HocuTenu HopMauumn, Takme Kak dreLuka, gUcK unm dann m3 UHTepHeTa, TOSbKO
13 NPOBEPEHHBIX UCTOYHUKOB;

KOHcyanaHTnHI-OC www.consultant.ru CtpaHuua 6 13 16

HageXHasa npaBoBas noaaepXxka



<Mucemo> MunHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHcopmaummn”
(BMecTe ¢ "MeToanyeckMumMu pekoMeHaaLUusiMm o...

HokymeHT npegoctasneH KoHcynbTaHTlntoc
[ata coxpaHeHus: 20.08.2018

7. He oTkpblBa KoMnblOTepHble daknbl, NONyYeHHble U3 HEeHaAeXHbIX WUCTOYHWMKOB. [axe Te cbannsbl,
KOTOpble Npucnan TBOW 3HaKOMbIW. Jlyylle yTOYHU Y Hero, oTnpaBnsan nv oH Tebe mx.

Cetn WI-FI

Wi-Fi - aTo He BMAa nepepayn OaHHbIX, HE TexHonorus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHusa 3apeructpuposana 6peHp "WECA", yto o6osHaudano crosocouveTaHue "Wireless
Fidelity", koTopbit nepeBoanTcs Kak "decnpoBogHas TOYHOCTL".

[o Hawero BpemeHn powna fgpyras abbpeBuatypa, KoTopas SBNAETCA TakoOW Xe TexHonornen. ITo
abbpenatypa "Wi-Fi". Takoe HasBaHue ObINO JaHO C HAMEKOM Ha CTaHOapT BbICLLEN 3BYKOBOM TexHMkKU Hi-Fi, yto
B NepeBoe 03Ha4aeT "BblCOKasi TOYHOCTbL".

[a, GecnnaTHbIn MHTEPHET-AOCTYN B Kade, OTensx M asponopTax SABMASeTCA OTMIUYHOW BO3MOXHOCTbIO
BbIXOAa B UHTEpHET. Ho MHormne akcnepTbl cuntaroT, 4To obueanoctynHele Wi-Fi ceTu He aBnstoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTK paboTbl B 06wWenocTynHbix ceTax Wi-fi:

1. He nepepaBan cBOW InU4YHy0 WHopmaumio 4epesd obuwepnoctynHble Wi-Fi cetn. Pabortas B HuX,
XenatenbHO He BBOAMTbL Maponu A0CTyna, NorvHbl U Kakue-To HoMepa;

2. Vicnonb3yi n o6HOBRAN aHTUBMPYCHbIE NporpaMmsl 1 6paHamayep. Tem cambiM Thl o6e3onacuilb cebs ot
3aKayku BUpyca Ha TBOE YCTPOMWCTBO;

3. Mpwn ncnonesoBarHmnn Wi-Fi oTkntoum doyHkumto "O6wmin goctyn K doannam m npuHtepam”. [JaHHas dyHKUns
3aKpbiTa MO YMONYaHWIO, OAHAKO HEKOTOpble MONb3oBaTenu akTUBUPYIOT ee Ans yaobcTBa MCMoNb30BaHUSA B
paboTte nnn yyebe;

4. He ncnonb3yn nyonunynbii WI-FI ans nepegaym nyuyHbIX AaHHbIX, HANpUMeEp ANns Bbixoga B CouMarbHble
CeTU UINK B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3aluuiieHHoe coeauHeHune vyepes HTTPS, a He HTTP, T.e. npn Habope Beb-aapeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkuuio "TMogkntovenne k Wi-Fi aBTtomatmnyeckun”. He ponyckan
aBTOMaTUYECKOro noAknoyeHus yctponcrtaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B Hally XW3Hb, MHOTME oAV paboTaloT M XUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apernctpupoBaH MUNnuapa YernoBek, YTO SABMNAETCA OOHOM cedbMOW BCeX XUTenei NnaHeTbl.
MHorve nonb3oBaTenu He MOHMMAIOT, YTO UH(OPMAaLUA, pasMeLleHHas MU B coLmarbHbIX CETAX, MOXET ObITb
HaiaeHa 1 Ucronb3oBaHa KeM YrofHO, B TOM YMcre He 06A3aTenbHO ¢ Grnarumm HamepeHUsMu.

OcHOBHbIe coBeTbl N0 6€30MacHOCTU B COLMarnbHbIX CETAX:

1. OrpaHuyb cnmcok apysen. Y 1ebsi B Apy3bsax HE AOJDKHO ObITh CyYalHbIX U HE3HAKOMbIX JTHOAEN;

2. 3awumilar CBOK YacTHYIO XU3Hb. He ykasbiBalt naponu, TenedoHbl, agpeca, AaTy TBOEro POXAeHUs n
OPYry0 NUYHY0 MHOpMaUunio. 3MOYMbILLNIEHHUKM MOTYT UCMOMNb30BaTh AaXe MHGOPMaLUIo O TOM, KaK Tbl U TBOU

poauTenu NnaHupyeTe NPOBECTU KaHWKYbI;

3. 3awmiian cBoto penyTauumio - 4epXu ee B YUACTOTE M 3adaBan cebe Bonpoc: xoten Obl Tbl, YTOOLI Apyrue
nonb3oBaTenu BUAENM, YTO Thbl 3arpyxaelub? Nogyman, npexae Yem 4To-To onybnvkoBaTh, HanucaTb U 3arpy3nTb;

4. Ecnu Tbl roBopuLLb C MoabMU, KOTOPbIX HE 3HaeLlb, He UCMOMb3Yil CBOE peanbHoe UMS U APYTYIo JINYHYIO
MHpopMaLIMK: UMSI, MECTO KUTENbCTBA, MECTO y4ebbl U NpoYee;

5. N3beran pasmelleHusa gotorpacdui B IHTepHeTe, rae Tobl M306paKeH Ha MECTHOCTU, MO KOTOPOW MOXHO
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onpenennTb TBOE MECTOMOJIOXKEHNE;

6. MNpu peructpaymm B coumnanbHOM ceTn HeobXoAMMO UCNONb30BaTh CMOXHbIE NAponu, cocTosume 13 6yks
N uMdp M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumnanbHOM CeTn, NOYTbl U OPYIMX CakTOB HEOOXOAMMO MCMONb30BaTh pasHble naponu. Toraa ecnm
Tebsa B3NomatoT, TO 3MOYMBbILLMEHHUKM NOonyYaT JOCTYN TOMbKO K OOQHOMY MECTY, a He BO BCce cpaay.

3ﬂeKTp0HHbIe AeHbrn

3J'IeKTpOHHbIe OEHbIN - 3TO O4YEHb yﬂ,06HbIIZ cnocob nnarexen, ogHako CyleCTBYKOT MOLUEHHUKN, KOTOpPbIE
XOTAT NONY4YNTb 3TU OEHbIN.

OMNEKTPOHHbIE AEHbMM MOSBUMUCL COBCEM HEQABHO M MMEHHO M3-3a 3TOr0 BO MHOIMMX rocyaapcTBax [0 CUX
Mop He MPOMMUCaHo NPO HUX B 3aKOHaX.

B Poccun xe OHM OyHKUMOHMPYIOT M O HUX YKE MPOMMCAHO B 3aKOHe, rae Ux pasgenstoT Ha HEeCKOSIbKO
BWOOB - @aHOHMMHbIE WU HE aHOHMMHble. PasHuua B TOM, YTO aHOHWMHbLIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoauTb onepauun 6e3 maeHTudnkaumm nonb3oBaTens, a B HEAHOHMMHbIX MAEHTUUKaUMa nonb3oBaTtens
ABnsieTcs obA3aTeNbHON.

Takke cnegyeT pasnuMyaTb 3M1EKTPOHHble uaTHble AeHbrM (paBHbl rOCYAAPCTBEHHLIM BanTam) U
3MEKTPOHHbIE HedMaTHbIE AeHbIM (He paBHbl FOCYAapCTBEHHbLIM BarnoTam).

OcHoBHble coBeTbl No 6e3onacHol paboTe ¢ INEKTPOHHBIMU AEHbramu:

1. MNpuBSXK K cHETY MOBUMBHBIN TeNedOoH. ITO camblii YAOOHLIN 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL JOCTYM K
cueTy. [NpuBsA3aHHbIN TenedoH NMOMOXET, ecnu 3abydellb CBOW NNATEXHbI Napoflb UNU 3aigellb Ha cauT C
He3HaKOMOro YCTPOWCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexofa Ha yCUMEHHYK aBTopusauuio Tebe yxe He byner
yrpoXaTb ONaCHOCTb KpaXu Unun nepexasaTa nnaTtexHoro napons;

3. Bbibepu cnoxHbii naponb. lpecTynHukam OydeT He MpPOCTO yragaTb CIOXHbIM naponb. HagexHble
naponu - 3To Naponun, KOTopble coagepXaTt He MeHee 8 3HAKOB M BKMOYaOT B Ce0si CTPOYHbIE U MPOMNUCHBbIE BYKBbI,
undpbl U HECKONbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, yHTa, BocKnuuaTenbHbI 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbLIE HA canTax, KOTOPbIM HE JOoBEpAELlb.

OneKkTpoHHas noyrta

OrneKkTpoHHas no4vta - 3TO TEXHOMNOrMs U npefocTaBnsieMble €K YCryrn No nepechbifike U MNonyyYeHuto
3MEKTPOHHbIX COOLLLEHNI, KOTOpbIE pacnpenensiTcs B KOMMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHLINA MOYTOBbLIN
AWMK BbIMSAWT criegyrowmMm obpasoM: MMS_MOonb3oBatensa@uMsa_aomeHa. Takke Kpome nepegadv npocToro
TeKcTa, UMeeTCsa BO3MOXHOCTb nepeaasaTth dhansbl.

OcHoBHble coBeTbl No 6e3onacHol paboTe ¢ 3NEKTPOHHOW MOYTOMN:

1. Hapo BbiGpaTb npaBuWrbHbIA NOYTOBLIN CepBUC. B WHTEepHeTe ecTb OrpoMHbIn BbiGop GecnnaTHbIX
MOYTOBBIX CEPBMNCOB, OAHAKO fyYlle 4OBEepPATb TEM, KOTO 3HaeLlb U KTO NePBbI B PENTUHTE;

2. He ykasblBan B JIMMHOW MOYTE€ JNNYHYKD  WHopmaumio. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIN_paHat@" nnu "pok2013" BmecTto "remal3";

3. Wcnonbayin gByxaTanHyto aBTopusaumio. ATo korga NoOMUMMO Naposis HYXKHO BBOAWUTL KoL, MpuUCbiniaeMbii
no SMS;

4. Bbibepu crnoxHbIn naponb. [ns Kaxaoro NoYTOBOro siluka OOIMKEH ObiTb CBOM HaAEeXHbIN, YCTONYMBBIA K
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B3N1OMY napornb;
5. Ecnn eCcTb BO3MOXHOCTb HanucaTb camMmomy CBOW JNTNYHbIN BoOrnpoc, I/ICI'IOJ'Ib3yIZ 3Ty BO3MOXXHOCTb;

6. Mlcnonb3yn HEeCKOMbKO NMOYTOBbLIX ALWMKOB. [1epBbln ANs YaCcTHOW Nepennckn ¢ agpecatamu, KOTOpbIM Thbl
JoBepsielllb. TO ANEKTPOHHbIV aapec He HaZlo UCMOMNb30BaTh NpU perncTpauumn Ha popymax u canTax;

7. He oTkpbiBan hannbl n apyrue BrAOXeEHUs B NUCbMax, Aaxe ecnuv OHM NpULLnu OT TBOuX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N OHKN Tebe 3T hanne;

8. MNocne okoH4YaHusa paboTbl Ha MOYTOBOM CEPBMUCE NMepen, 3akpbiTUEM BKITAAKN C CAanTOM He 3abyab HaxaTtb
Ha "Bbintun".

KnbepO6ynnuHr unu BupTyansHoe nsgeBatesibCTBO

KubepbynnuHr - npecrnefnoBaHue coobLieHnsiMn, cofepXalmmmu ockopbreHus, arpeccuio, 3anyruBaHue;
XYNUraHcTBO; coLmanbHoe BOMKOTUPOBaHNE C MOMOLLIbIO Pa3NNYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocaiica B 6on. Jlydywmin cnocob: nocoBeToBaThbCA Kak cebsi BECTU U, €CNIN HET TOro, K KOMY MOXHO
06paTnTbCs, TO BHavarne ycrnokomTbecs. Ecnu Tbl Ha4HewWwb 0TBeYaTb OCKOPOMEHUAMN Ha OCKOPONEHUs, TO TOMbKO
elle 6onblue pasoxekeLlb KOHAIUKT;

2. YnpaBnsan cBoewn kubeppenyTauunen;
3. AHOHUMHOCTb B ceTU MHMMas. CyLecTByOT cnocobbl BbISICHUTb, KTO CTOMT 3@ aHOHMMHbIM akkayHTOM;

4. He cTtouT BecTu xynuraHckum obpas BUPTyanbHOW XU3HU. NHTepHeT dukcupyeT BCe TBOW AEUCTBUSA U
COXpaHsieT ux. YganuTb ux 6yaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogan CBOK BUPTYasibHYK YECTb CMOJIOAY;

6. UrHopupyn eguHuuHbIn HeratmB. OgHOpa3oBble OCKOPOUTErNbHbIE COOOLUEHUS MyYlle WrHOPUPOBaTb.
O6bIyHO arpeccus npekpallaeTcs Ha HavanbHOW CTaauu;

7. BaH arpeccopa. B nporpamMmmax obmeHa MrHOBEHHbIMM COOGLUEHVSIMM, B COLMArbHbIX CETAX €CTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBKK COOBLLEHWIA C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. Teou AeicTBuA: BbICTYNWUTL NPOTUB NpecnefoBaTtens, nokasatb emy,
YTO ero OelCTBUSA OLeHMBAIOTCA HeraTMBHO, NMOAAEPXaTb XEPTBY, KOTOPOW HyXHa MCUMXOnorMyeckasi NnoMollp,
COOGLLUMTL B3POCHbIM O (haKTe arpeCCUBHOMO NOBEAEHWS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NMNaHWweTbl coaepxaT B cebe BnonHe B3pOChbid (PYHKLMOHAN, U Tenepb OHU
MOTYT KOHKYpPUpOBaTb CO CTaLMOHapHbIMKM KOoMMbloTepamu. OgHako, cpeacTB 3aluTbl Ans NOAOOHbIX YCTPONCTB
noka odeHb Mano. TecTMpoBaHMe N NOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCMBHO, Kak ans MK, To xe
caMoe KacaeTcsi U MOOMUITbHbBIX NPUIOXEHWIA.

CoBpeMeHHble MOOWMbHble 6pay3epbl  yKe MpakTUYeCKU [OrHanvM HacToNbHble aHanoru, OfHaKo
paclumpeHune gyHKUMOoHana BreyYeT 3a coboi GonbLUY0 CIOXHOCTb Y MEHbLLYHO 3aLLULLEHHOCTb.

[aneko He Bce npou3BOAUTENU BbINyCKalOT OBHOBMEHUS, 3aKpbiBAKOLLME KPUTUYECKME YA3BUMOCTU AONS
CBOMIX YCTPOWUCTB.

OcHoBHble coBeTbI A1s1 6€30NacHOCTN MOBUITBbHOrO TenedoHa:

Hunuyero He gBndetcs no-HacToAwemy 6ecnnaTHbIM. Ey,lJ,b OCTOpPOXEeH, Bedb Koraa Tebe npeanaratT
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6ecnnaTHbIN KOHTEHT, B HEM MOryTt ObITb CKPbITbl KakKme-To nnaTHble YCIyru;,

Oymai, npexae yem oTtnpasutb SMS, ¢oTo unu Buaeo. Tbl TOYHO 3HaELb, rae OoHWM ByayT B KOHEYHOM
ntore?

Heob6xoammo 0GHOBNATL ONepaLyoHHY0 CUCTEMY TBOErO CMapTdOHa;
MNcnonb3yit aHTUBMPYCHbIE NporpamMmmbl Ans MOBUMbHbLIX TeNedOHOB;

He sarpyxai nNpuUnoxeHuss OT HEWU3BECTHOrO WCTOYHMKA, Bedb OHW MOryT cofdepXaTb BpedoHOCHOe
nporpaMMHoe obecneyeHue;

[Mocne Toro kak Tbl BblMAelWb C cailTa, rae BBOAUN NUYHYO MHOPMAaLMIO, 3anam B HacTporiku bGpaysepa u
yaanu cookies;

lMeprnogunyeckn NpoBepsn, Kakne nnaTHble YCNyrn akTMBMPOBaHbl HA TBOEM HOMEpPE;

[asai cBor HoMep MOBUNBLHOro TenedoHa TONbLKO NOASAM, KOTOPbIX Thl 3HAELLb 1 KOMY JOBEpsieLLb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrAa Thl UM He nornb3yellbes. He 3abbiBan nHorga npoBepsTh 3TO.
Online urpbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLUME pa3BrieveHus, obbeauHsowmMe COTHU
TbICAY YenoBek Mo BCeMy Mupy. Urpoku mnccnepyoT AaHHbIR UM Mup, obliatoTcs Apyr ¢ APYroM, BbIMOSHSOT
3a[laHusi, CPAKAKOTCA C MOHCTPaMM U NosyYaroT onbIT. 3a yAOBONbLCTBUE OHM NMATAT: MNOKYNalT OUCK, OMnavynBatoT
aboHeMEHT unu NnpnobpeTaroT Kakme-To Onuuu.

Bce 3T cpeactBa uayT Ha noadepXaHue W pasBUTME WIPbl, a Takke Ha camy GesonacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbl aBTOpM3auuu, BbIMyCKalTCA HOBble naTtuu (UMdpoBble 3annaTku Ans nporpaMm),
3aKpbIBAOTCS YSI3BUMOCTY CEPBEPOB.

B nogobHbIx nrpax CTouT onacaTtbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIBKO KpaXW TBOEro rnapond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopu3aLmm GOMnbLIVHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UrPOBOro aKKayHTa:

1. Ecnn gpyron urpok BedeTt cebsi nnoxo unm co3gaeTt Tebe HenpusaTHOCTM, 3abnokMpyh ero B Cnmucke
UrPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTpaTopaM WUrpbl Ha MJyioxoe MnoBedeHne 3TOro Urpoka, XenaTteribHO NPUIoXnTb
Kakne-To AoKka3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBaln nn4yHyo MHGOpMaLmio B Npodainsie urpbl;
4. YBaxan Apyrux y4acTHUKOB MO UrPeE;

5. He yctaHaBnuBamn HeouLmnaneHble NaTyn 1 Moasbl;

6. Nlcnonb3yn CNoXHble U pasHble Naponu;

7. daxe BO Bpems WUrpbl HEe CTOUT OTKMOYaTb aHTMBMPYC. loka Thbl Wrpaellb, TBOW KOMMbLIOTEP MOMYT
3apasuTh.

DULWNHT Unn Kpaxa NMUYHbIX AaHHbIX

OOblYyHOW KpakeW [OeHer W OOKYMEHTOB CEerogHsi YXe HUMKOro He YyAMBWWb, HO C  pPasBUTUEM
WHTEPHET-TEXHOSOMMIA 3M0YMbILLNIEHHUKN NEPEMECTUIIUCL B MHTEPHET, M NPOOOIDKAKT 3aHMMaTbCs "niobumbim”
Oernom.
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Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLUIEHHNYECTBA MU PULLIMHT, FMaBHas Lellb KOTOPOro COCTOUT B
nony4YeHun KoHUaeHUnanbHbIX JaHHbIX Nonb3oBaTenen - NOrMHOB M naponen. Ha aHrnuiickom sasbike phishing
yntaeTca kak duwmHr (ot fishing - peibHas nosns, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneau 3a cBOMM akkayHTOM. Ecniu Tbl Nofo3peBaellb, YTO TBOS aHKeTa Gbina B3rlomaHa, To Heobxoammo
3a6roknpoBaTh ee 1 CooBLIMTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXXHO CKOpee;

2. Vicnonb3yi 6e3onacHble Beb-canThl, B TOM YACHE, MHTEPHET-MarasnHOB U NOUCKOBbLIX CUCTEM,;

3. Vicnonb3yih cnoxHole 1 pasHble naponu. Takmm obpasoM, ecnn Tebsi B3NOMalT, TO 310YMbILLITEHHUKN
nony4art A4OCTYN TOMbKO K OAHOMY TBOEMY NPOUIo B CETU, a HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, To He06Xxo0ANMO NpeaynpeaunTb BCEX CBOMX 3HAKOMbIX, KOTOpble JobaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO Tebs B3nomManu 1, BO3MOXHO, OT TBOEro MMeHu OyaeT pacchinaTbCs CMaM U CCbINKM Ha
(PULLMHIOBLIE CaNThl;

5. YcTtaHoBu HagexHbin napornb (PIN) Ha MoGunbHbIN TenedoH;
6. OTknNIOYM coxpaHeHre napons B 6paysepe;

7. He oTkpbiBan hannbl 1 gpyrue BrOXEHUA B NMCbMax, AaXke eCcrv OHW NPULLAN OT TBOMX Apy3en. Jlydwe
YTOYHU Y HUX, OTMNPaBAANM N1 oHU Tebe 3Tn dannebi.

LUndposas penytauus

Lincbposas penyTtaums - 3TO HeraTMBHasa unu nosnTuBHasa nHdopmMaLms B cetu o Tebe. KomnpomeTtupytouas
WHpopmMauuns, pasMeLleHHasa B MHTEPHETE, MOXET cepbe3HbiM 06pa3oM OTpasuUTbCs Ha TBOEW pearlbHOWM >XU3HM.
"LUncppoBag penytauma” - 310 TBON UMUK, KOTOPbIA (hopMUpyeTCcs M3 UHpopmaunm o Tebe B MHTEPHETE.

TBOE MeCTO XUTENbCTBA, y‘-I86bI, TBOE (hMHAHCOBOE MNOSIOXKEeHUe, 0COBEHHOCTU XapakTepa M pacckasbl O
OrM3KKNX - BCE 3TO HaKanMBaeTCsi B CETM.

MHoOrMe nOApPOCTKM NErkKOMbICIIEHHO OTHOCATCA K Mybnukaumm nuMyHom uHdopmauun B VHTepHeTe, He
NOHMMasi BO3MOXHbIX NOCNeacTBUNA. Thl faXe He CMOXeLlb JoraaaTthCsl O TOM, YTo dhoTorpadus, pasmeLleHHas 5
neTt Hasaf, ctana npuYnHOM oTkasa NpuHATbL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne TBomx coTtorpadun u apyrue AencTBMsS MOryT HE UCHE3HYTb Aaxe Mocne Toro,
KaK Tbl MX yganub. Tbl HE 3Haellb, KTO COXpaHWUn 3Ty MHOopMaumo, nonana N oHa B NMOUCKOBbLIE CUCTEMBI U
COXpaHunach N1 OHa, a rMaBHOE: YTO NOAYMatoT O Tebe OKpyXKatoLue Ngun, KoTopble HanayT u yBuaaT a1o. Hantu
WHOPMaLIMIO MHOIO NeT CNycTs CMOXeT Mobown - kak 13 AobpbiX NOGYXKAEHUA, Tak U C HAMEPEHUEM NPUYNHUTD
Bpea. ATO MOXET BbITb KTO YrogHO.

OcHoBHble COBETHI MO 3aLuTe LngpoBon penytaumu:
1. MNogyman, npexae Yyem 4YTo-To Ny6nuKoBaTb M Nepenaeath y cebsi B 6riore unum B counanbHOM CETH;

2. B HacTponkax npodunsa ycTaHOBU OrpaHU4eHMsi Ha NPOCMOTP TBOEro npoduns n ero CoAepXMmoro,
caenaw ero Tonbko "ons apysen";

3. He pasmelyan 1 He ykasbiBan MHGPOpMaLMIo, KOTOpasi MOXET KOro-nmmbo ockoponsiTb nnmn oomxarsb.
ABTOpCKOEe npaBo

CoBpeMeHHbIe LUKOSIbHUKM - aKTUBHbIe MOfb3oBaTenM LUMgpoBoro npoctpaHcTea. OgHako daneko He Bce
3HalOT, YTO TOMb3OBaHNME MHOTMMU BO3MOXHOCTSIMM LWUGPOBOro Mupa TpebyeT cobnodeHust npaB Ha
UHTENNeKTyarnbHyl COGCTBEHHOCTb.
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TepMuH "MHTENnekTyanbHash COOCTBEHHOCTb" OTHOCUTCS K PasfiMyHbiM TBOPEHUSAM 4erioBEeYEeCKOro yma,
HauMHasa C HOBbIX U306peTeHMn 1 3HaKoB, 0BO3Ha4aloLWmMX CO6CTBEHHOCTL Ha NPOAYKTbI U YCMYr1, N 3akaH4YMBas
KHuramu, dotorpadomsamm, KWHOUNbMaMy 1 My3blkarbHbIMU MPOU3BEAEHUSIMU.

ABTOpCKME MpaBa - 3T0 NpaBa Ha MHTENNeKTyarnbHYl0 COGCTBEHHOCTb Ha NPOU3BEAEHN HayKu, NUTepaTypsl
M UckyccTBa. ABTOpCKME MpaBa BbICTYNalT B KAYECTBE rapaHTUM TOTO, YTO UHTENNEKTyanbHbI/TBOPYECKUA TpyA,
aBTOpa He ByaeT HanpacHbIM, 4acT eMy crpaBeasivBble BO3MOXHOCTU 3apaboTaTb Ha pesyrnbTaTax CBOero Tpyaa,
MoNy4nTb W3BECTHOCTb W nNpusHaHue. HukTo 6Ges paspelleHuss aBTopa He MOXEeT BOCMpPOU3BOAWUTL €ro
npou3eefeHne, pacnpocTpaHsaTb, Ny6NMYHO OeMOHCTpMpOBaTh, NpodaBaTb, UMMNOPTUPOBATL, NyckaTb B MpOKAaT,
NyGNNYHO UCMONHATb, NOKa3blBaTL/UCMONHATL B 3dMpe unu pasmellatsb B MHTepHeTe.

WNcnonb3oBaHue "nupaTtckoro” NporpammHoro oGecrneyeHnss MoXXeT NMPUBECTM K MHOTUM puUcKaM: OT noTepu
JaHHbIX K TBOMM akkayHTam OO GrIOKMpOBKM TBOErO YCTPOWMCTBa, rAe YCTaHOBIeHa HeneranbHas nporpamma. He
CTOMUT Takke 3abblBaTb, YTO CYLLECTBYIOT fierarnbHble U 6ecrnnaTHble NporpamMmMbl, KOTOPbIE MOXHO HaWTU B CETMU.

O nopTtane

CeTeBMYOK.p - TBOW IMaBHbIi COBETYMK B CETU. 3[4ecCb Tbl MOXEWb Yy3HaTb O Ge3onacHocTU B ceTu
MOHSATHBIM M OOCTYMHLIM SA3bIKOM, @ NMPU BO3HUKHOBEHUUN KPUTUYECKON CUTyaLmMmn oBpaTuTbCs 3a COBETOM. A Takke
MPVHSATB y4acTMe B KOHKYpCax U CTaTb CaMbIM LMPOBbLIM rpaxaaHuHom!

MpunoxeHue N 3

MNAMATKA AN POOAUTENEXA OB UH®OPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpegeneHne TepMnHa "nHdopmaumoHHas 6esonacHocTb geten” cogepxutca B ®enepanbHom 3akoHe N
436-®3 "O 3awuTe geter OT UHOpMaLUW, NPUUMHSAIOWEN Bpead WX 300POBbI0 U PasBUTUIO", perynupyoLlimm
OTHOLLIEHMS!, CBA3AHHbIE C 3alUTON AeTen OT UHOopMaLMK, NPUYUHSOLLEN Bped UX 3400POBbI0 U (UNK) pasBUTHIO.
CornacHo gaHHOMY 3akoHy "MHdoOpMmauunoHHasi 6e3onacHOCTb geTen” - 3TO COCTOSIHME 3alUMLLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHNEM MHAOPMaLMEN Bpeaa UX 300POBLI0 U (M) (onU3n4ecKomy,
NCUXMYECKOMY, LYXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®enepanbHoro 3akoHa N 436-®3 nHdopmaumnen, npuumnHsSIoLWEN Bpen 340pPOBLI0 U (MNK) pa3BUTUIO
aeTen, sBnsieTcs:

1. nHdbopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHns cpeaun aeTei;

2. VHdopMauus, pacnpocTpaHeHWe KOTOPOW OrpaHu4yeHO cpeau AeTen OnpefesieHHbIX BO3pPacTHbIX
KaTeropumn.

3. K uHdbopmauuu, 3anpeLleHHon Ang pacnpocTpaHeHus cpeau geTen, OTHOCUTCA:

4. nHopMaums, nobyxaawLas AeTel K COBEPLUEHUIO AEWCTBUN, MPEeACTaBMAOWNX Yrpo3y UX XU3HU U
(nnn) 300poBbIo, B T.4. NPUYMHEHMIO Bpeaa CBOeMY 310POBbI0, CAMOYOUIACTBY;

5. cnocoBHOCTL BbI3BaTb Yy AETEN XenaHue ynoTpeGuTb HapKoTUYeckue cpeacTsa, NCUXOTPOMHble M (Mnn)
oAypMaHMBaloliMe BellecTBa, TabauyHble W3enusi, ankorofibHyl0 M CNMPTOCOAepKallylo MPOAYKUUIO, MMBO U
HanuTKW, M3roTaBfMBaeMble Ha ero OCHOBE; MPUHATb y4acTue B a3apTHbIX Mrpax, 3aHMMaTbCsl MPOCTUTYLMEN,
OpOAsPKHNYECTBOM WM NOMPOLLARHNYECTBOM;

6. obocHoBbIBawOLWaa wnNu onpaeBAbliBalllasl [ONYCTUMOCTb Hacunuss 1 (MnnM)  XKeCTOoKoCTU  nmbo
nobyxaatoLlas oCcyLLEeCTBATb HACUINBCTBEHHbLIE ENCTBUS MO OTHOLLIEHUIO K JIIOOSM U XXUBOTHbIM;

7. oTpuLaloLLas ceMelHble LIeHHOCTU M hopMUpYIoLLas HeyBaXeHne K poautenam u (Unu) OpyruM vneHam
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CeMbU;
8. onpaBabiBatoLLLasi NPOTUBONPABHOE NOBEAEHNE;
9. copepkallasn HeLleH3ypHYH BpaHb;
10. cogepxaluasa nHpopmMaumo NOpHOrpadmn4ecKoro xapakrepa.

K wuwHdopmauuu, pacnpocTpaHeHMe KOTOPOM OrpaHMyYeHo cpegu Aeten onpefeneHHoro Bo3pacTa,
OTHOCUTCS:

1. Hopmauusa, npeacTaBnsemMasi B Buae n3obpaxeHus Unm onucaHus XecTtokocTu, pusmyeckoro u (unu)
NCUXMYECKOro Hacunusi, NPECTYNEeHUs NN NHOrO aHTUOBLLLECTBEHHOIO AENCTBUS;

2. BbI3bIBAOWAA y OeTen CTpax, yKaC WM MaHuKy, B T.4. npecTaBnsemMasi B BUAE M300paxeHus wmu
OnMcaHVsl B YHWXaloWen 4eroBeyeckoe [JOCTOMHCTBO (popme HeHacunbCTBEHHOW cMepTu, 3abonesaHus,
camoybumncTea, HECYaCTHOro Criyyasi, asapum unum katactpodbl 1 (Mn1) ux NOCrNeacTBuM;

3. npefactaensiemas B Buae u3obpaxeHuss UM OMNUCAHUS MOMOBLIX OTHOLUEHUN MeXAy MY>XYMHOW U
KEHLMHOMN;

4. copepkallast GpaHHbIe CIoBa U BblpaXkeHWsl, He OTHOCALLMECS K HELLEeH3YPHOW GpaHMm.

C yyetom atoro Bam npegnaraioTtcs npasuna paboTtbl B ceTn VHTepHeT Ans pasnuyHbiX BO3PaCTHbIX
KaTeropun, cobnogeHme KoTopbix No3BonuT obecneunTs MHDOPMALMOHHYI0 6e30MacHOCTb BallMX AETEN.

O6ume npaBuna Ansa pogurtenen

1. HesaBucnmo ot Bo3pacTa pebeHka ncnonb3ymnte nporpaMmmHoe obecneyeHne, nomoratwLlee punbTpoBaTb
N KOHTPONMpPOBaTb MHpOPMALMIO, HO HE MonaranTechb NOMHOCTLIO Ha Hero. Balle BHMMaHWE K peBeHKy - rmaBHbIN
MeTOA 3aLLUMIThI.

2. Ecnn Baw peBeHOK MMeeT aKkkayHT Ha O4HOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru v 1.n.), BHUMaTENbHO M3y4uTe, Kakyto MHGPOPMALMIO NOMELLAIOT ero y4aCTHUKN B CBOUX NPOodomnsx U
6norax, Bknovasa dotorpadun n BUAEO.

3. MNpoBepbTe, C KakMMU ApyrMMu carWTamu CBf3aH couunanbHbld cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT U COAEPXKaTb CChIIIKA Ha HeXernaTenbHbIe U OnacHble CanTbl
(Hanpumep, NOPHOCANT, N CalT, Ha KOTOPOM ApPYr YNOMWHAET HOMeEpP COTOBOro TenecdoHa Bawero pebeHka unu
Baw gomaluHuim agpec)

4. Moowpsante Bawwux geten coobwate 060 BCEM CTPaHHOM MM OTTANKMBAKOLWEM U HE CIIULLKOM OCTPO
pearvpynTte, Koraa oHW 31O AenaloT (M3-3a onaceHus noTepsiTb A0CTYN K UHTepHeTy AeTu He roBOpsST poanTensm
0 npobriemax, a Takke MOryT Ha4yaTb UCMNOMNb30BaTh VIHTEPHET BHE JOMa 1 LUKObI).

5. byabTe B Kypce ceTeBon xun3HU Bawlero pebeHka. VIHTepecynTech, KTO UX Apy3bsi B IHTEPHET Tak e, Kak
NHTEepecyeTecb pearnbHbIMU OPY3bSMU.

Bospact ot 7 go 8 ner

B WNHTepHeTe peGeHOK cTapaeTcs MOCETUTb T€ UMM UHble CaiTbl, 8 BO3MOXHO M 4aTbl, paspelleHne Ha
noceLleHne KOTOpbIX OH He nosy4nn 6bl oT poauTtenei. MoaToMy poauTensiM OCOGEHHO nonesHbl OyayT Te
oTYyeTbl, KOTOpble MNPedoCTaBMAKTCA MporpaMmaMu MO OrpaHUYeHWlo Ucnonb3oBaHus WHTepHeTa, T.e.
Poautenbckuii KOHTPOSb UMK TO, YTO Bbl CMOXETE YBMOETb BO BpeMeHHbIX daiinax. B pesynbTaTe, y pebeHka He
OyOeT OLLYLIeHNs!, YTO 33 HMM BEedeTCs MOCTOSHHbIA KOHTPOSb, OAHAKO, POAMTENU GyayT Mo-NpeXxHemy 3HaTb,
Kakue caiTbl nocewiaeT ux pebeHok. [eTn B OaHHOM Bo3pacTe o6nagaloT CUMbHBIM YYBCTBOM CEMbM, OHU
[0BEpPYMBbLI M He COMHeBaloTcsa B aBTopuTeTax. OHM NGAT urpaTb B CeTeBble Urpbl U MyTelecTBoBaTb MO
NHTepHeTY, NCMOoNb3ysi ANEKTPOHHYIO MOYTY, 3aX0AWTb Ha CalTbl U YaTbl, He PEKOMEHAOBaHHbIE POANTENSMM.

KOHcyanaHTnHI-OC www.consultant.ru CtpaHuua 13 u3 16

HageXHasa npaBoBas noaaepXxka



<Mucemo> MunHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHcopmaummn”
(BMecTe ¢ "MeToanyeckMumMu pekoMeHaaLUusiMm o...

HokymeHT npegoctasneH KoHcynbTaHTlntoc
[ata coxpaHeHus: 20.08.2018

CoBeTbl N0 Be3onacHocTu B ceTn HTepHeT anga aeten 7 - 8 net

1. Cosgarite cnucok AoMallHUX fpaBun nocelleHus WHTepHeTa npwu ydactum geten u Tpebynte ero
BbINOMHEHWS.

2. TpebyiiTe ot Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaxXoXAeHUs 3a KOMMbloTepoMm. [okaxnute
pebeHky, 4To Bbl HabnogaeTe 3a HUM He NoToMy 4YTO Bam aTo xouetcs, a notomy 4to Bbl Becnokoutech o ero
6e3onacHOCTU 1 BCeraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknoyeHnem Kk VIHTEpHeTY OOmMKeH HaxoauTbCs B OOLWen KomMHaTe noj npucMoTpoM
poauTtenen.

4. /icnonb3ynTe cneunanbHble 4eTCKMe MOUCKOBbIE MaLUMHBbI.

5. Wcnonbayinte cpeactea OrnokMpoBaHWUS HexenaTernbHOro KOHTEHTa Kak [OMNOSfIHEeHWe K cTaHdapTHOMY
PoantensckomMy KOHTPOSIHO.

6. Co3pnante ceMENHbINA SNEKTPOHHBIV LUK, YTOObI HE NO3BONUTL AEeTAM UMETb COOCTBEHHbIE aapeca.

7. brnokvpyinTe pocTyn K cavtam ¢ 6ecnnaTHbIMM MOYTOBLIMU SILLMKAMU C MOMOLLbID COOTBETCTBYHOLLENO
NporpaMmMHOro obecneyeHus.

8. MNpuyunte geten coeeToBaTbCcA ¢ Bamn nepen onybnukoBaHMEM KaKoW-NMbo MHGOpMaLMK CpeacTBaMm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX (DOPM 1 NPOdUNEN.

9. Hayunte pgeTten He 3arpyxaTtb hannsl, nporpaMmMbl Unu Mysblky 6e3 Ballero cornacus.
10. He paspeluante getsiMm ncnonb3oBaTth Crykbbl MTHOBEHHOTO 0OMeHa COOBLLIEHMAMM.

11. B "6enbin" cnucok canToB, paspelleHHbIX AMS MOCELLEeHMs, BHOCUTE TOMbKO CalTbl C XOpoLluewn
penyTaumen.

12. He 3abbiBanTe 6ecenoBatb ¢ AeTbMM 06 MX Apy3bsax B VIHTepHeTe, kak ecnu Obl pedb LWina o Apy3bsiX B
pearnbHON XU3HMW.

13. He penawite "taby" n3 BONpocoB NOMOBOW XU3HW, TaK Kak B VIHTepHeTe AeTu MOryT Nnerko HaTKHYTbCA Ha
nopHorpaduio nnn canTbl "gns B3pocnbIX".

14. MpunyumnTe Bawero pebeHka coobwaTb Bam O NOOLIX yrpo3ax Ui TpeBorax, CBA3aHHbIX ¢ VIHTepHeToM.
OcTtaBanTecb CNOKOMHbIMW U HarnoMHUTe AEeTSM, YTO OHM B 6e30macHOCTW, ecriv camu pacckasanu BaM O CBOUX
Tpesorax. [loxBanuTe ux U NOCOBETYNTE NOAOWTM eLle pa3 B NoAO6OHbIX Criydasx.

BospacT getent o1 9 Ao 12 net

B paHHOM BO3pacTte LOEeTu, KaK npaBuno, Yyxe HaclblllaHbl O TOM, KaKad I/lHq)OpMaLI,I/IFl cyulecTtByeT B
MHTepHeTe. COBepLIJeHHO HOpPpMalibHO, YTO OHM XOTAT 3TO YyBUAETb, MPOYEeCTb, YyClbllWaTb. I'Ip|/| 3TOM HYXHO
NMOMHUTb, 4YTO AOCTYyn K HeXenaTellbHbiIM MaTepuanamMm MOXHO Jerko 386J'IOKI/IDOBaTb npu nomouin cpencrte
Poautenbckoro KOHTpPOIA.

CoBeTbl No 6e3onacHocTu onsa aeten ot 9 Ao 12 netr

1. CosganTte CnNMCOK OOMALUHMX MpaBurl noceweHns WMHTepHeT npu yyactum peten n Tpebynte ero
BbINOMHEHWS.

2. TpebywnTte ot Bawwero pebeHka cobnogeHns HOpM HaXOXOEHUSA 32 KOMMNbIOTEPOM.

3. Habnopante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaxuTe emy, 4To Bbl 6ecnokomtecb 0 ero
6e30MacHOCTM 1 BCeraa rotToBbl Oka3aTb €My MOMOLLb.
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4. KomnbtoTep € nogkntoveHmeM B MHTEpPHET OOIMKEH HaxoguTbCsa B OOLWEN KOMHaTe nog NMpUCMOTPOM
poauTenen.

5. Wcnonbaynte cpeactea OrnokMpoBaHUS HexenaTernbHOro KOHTEHTa Kak [OMNOSfIHeHWe K cTaHdapTHOMY
PoantensckomMy KOHTPOSIHO.

6. He 3abbiBanTe npuHMMaTh HEMOCPEACTBEHHOE y4YacTue B Xu3HM pebeHka, 6ecegoBaTb ¢ eTbMU 06 nX
Opy3bsix B VIHTepHeTe.

7. HactamBanTe, 4TOObI 4€TU HUKOrA4a He cornallanucb Ha NYHbIE BCTPEYN C ApY3baMu no NHTepHeTYy.
8. MNo3BonanTe geTsam 3axoouTb TOMbKO Ha caTbl U3 "6enoro” cnucka, KoTopbIn co3ganTe BMECTE C HUMMU.

9. MNpuyunte aeTen HUKOrAa He Bbl4aBaTb FIMYHYIO UHAOPMaLMIO CpeacTBamMuM SNEKTPOHHOW MOYTbI, YaToB,
CMCTEM MFHOBEHHOro o6MeHa coobLEeHNsMM, PETMCTPaALMOHHBIX (OOPM, NMYHBIX NPodunen n npyn permctpaumm Ha
KOHKypCbl B IHTEpHeTe.

10. MpuyunTe geTten He 3arpyxaTtb nporpammbl 6e3 Bawero paspewennsa. O6bACHUTE UM, YTO OHU MOTYT
Cny4arHo 3arpy3uTb BUPYChl UMK ApYroe HexenaTensHoe nporpammMmHoe obecneveHune.

11. CospganTte Bawemy pebeHKy orpaHU4EeHHYI0 YY4ETHYI0 3anncb Ang paboTbl Ha KOMMbIOTEpE.

12. MpunyunTe Bawero pebeHka cooblaTb Bam O NOOLIX yrpo3ax Ui TpeBorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe geTtam, 4To oHM B 6e30nacHOCTM, ecnmn camu pacckasanu Bam 0 CBOMX TpeBorax U onaceHumsix.

13. Pacckaxute getam o nopHorpaduu B HTepHeTe.

14. HactamBanTe Ha ToM, YTOObI €TV NpeaoCTaBNAnNu BaM LOCTYN K CBOEN 3MEKTPOHHOW No4Te, YToObI Bbl
y6eaunucb, 4To OHU He OBLLal0TCS C He3HaKoMLLaMu.

15. O6bACHUTE OETAM, YTO HEMb3S UCMOMNb30BaTh CETh ANA XYMUraHCTBa, PacrnpoCTPaHeHUs CNMeTeH Unu
yrpos.

Bo3spacT geten ot 13 go 17 net

B aTOoM Bo3pacTe NOAPOCTKM aKTUBHO MCMONb3YIOT NMOVCKOBbIE MalUUHbI, MOJIb3YIOTCA 3MEKTPOHHOW MOYTOMN,
cnyx6amy MrHOBEHHOrO OOMeHa COOOLLEHUSIMU, CKauMBaloT My3blky M ounbmbl. Manbyvkam B 3TOM BO3pacTe
Oonblue Mo HpaBy CMeTaTb BCE OrpaHWYeHusl, OHW >KaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUHOK "ans
B3pocnbIx". [leBouku npegnoynTaloT oblwaTtbCs B 4aTax, NMpu 3TOM OHM ropasfo 6oree 4YyBCTBMTENbHbI K
cekcyarbHbIM JoMoraTenbcTBam B MIHTepHeTe.

3avacTyio B JaHHOM BO3pacTe poauTernsiM y)XKe BeCbMa CITOXXHO KOHTPONMpOBaTh CBOMX AETEW, Tak Kak 0b
VHTepHeTe OHWM Yyxe 3HalT 3HauyuTenbHO Gornblue CBOMX poauTenen. Tem He MeHee, He OTNyckanmTe AeTen B
"cBoboaHOe nnasaHue" no NHTepHeTy. CTapanTech akTMBHO y4acTBOBaTb B 06LleHUn pebeHka B VIHTepHeTe.

BaxxHO Mo-npexHemy cTporo cobntogatb npaBuna WHTepHeT-6e3onacHoCTM - corfalleHne  Mexay
poauTensaMu u getbMu. Kpome TOro, HEOGXOAMMO Kak MOXHO 4alle MpoCMaTpuBaTb OTYETbl O AEATESNIbHOCTY
aeteit B MHTepHeTe. CnedyeT o6paTuTb BHMMaHWe Ha HeoGXOAUMOCTb COAEpPXXaHWs POAMTENbCKMX Maporen
(naponei agMMHUCTPaATOPOB) B CTPOrOM CEKpeTe M 06paTUTb BHUMAHWE Ha CTPOrocTb 3TUX Naponeil.

CoBeTbl N0 Be3onacHOCTM B 3ToM Bo3pacTte oT 13 go 17 net

1. Cosgante cnucok goMallHWX npaBun nocelleHus VIHTepHeTa npu yvyacTuum MNOAPOCTKOB u Tpebynte
6e3ycnoBHOro ero BbinosiHeHns. ObroBopute ¢ pebeHKOM CMMCOK 3anpeLleHHbIX caiToB ("4epHbli cnucok"), Yachl
paboTbl B IHTepHETe, pyKOBOACTBO MO 00LWeHnto B MIHTepHeTe (B TOM YKucre B YaTax).

2. KomnbtoTep ¢ nogkntodeHnem k cetn MIHTepHeT AomKeH HaxoanTbecs B OOLLEN KOMHATE.

3. He 3aboiBante b6ecepoBatb ¢ AeTbMu 06 ux Apy3bsx B VIHTepHeTe, O TOM, YeM OHW 3aHATbl TakKUM
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obpasomMm, ByATO peyb MAET O APY3bsiX B peanbHOM xu3HU. CnpawmBante o noaax, ¢ KOTOpbIMU AeTu obLuatoTtes
nocpeacTBOM CNyX6 MrHOBEHHOTO 06MeHa CooOLLEeHNsIMU, YTODbI YOEeaMTbCS, YTO 3TU N0AN UM 3HAKOMBI.

4. Ncnonb3ynte cpeactsa GNOKMPOBaHWS HeXenaTenbHOro KOHTEHTa Kak AOMOMHeHue K CTaHOapTHOMY
PoantensckomMy KOHTPOSIHO.

5. HeobxoguMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcsas Bawwu getn. [Moowpsante wmcnonb3oBaHue
MoLEepupyeMbIX YaTOB M HacTamBanTe, YTobbl AeTU He 0BLLanncL B NPUBATHOM pEXUME.

6. HactamBanTe Ha TOM, YTOObI AeTN HUKOrAA HE BCTPeYanuchb NIMYHO C ApY3bsMU U3 CETU VIHTEpHeT.

7. Mpuyynte geten He BbldaBaTb CBOK MNYHYIO MHOpMaLMIO cpeacTBaMy 3MNEKTPOHHOW MOYTbl, 4YaToB,
CUCTEM MFHOBEHHOro obmMeHa coobLLeHsIMU, PpErnCTPaUmMOHHbIX OPM, NNYHBIX NPOUNEN U NpU perncTpauumn Ha
KOHKypcChbl B IHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. OGbACHUTE UM, YTO OHU MOTYT
CryYawHO 3arpy3uTb BUPYCbl UK pYroe HexenaTenbHoe nporpaMMHoe obecneveHue.

9. MpwuyunTte Bawero pebeHka coobwiate Bam O NOObLIX yrpo3ax UM TpeBorax, CBA3aHHbIX ¢ IHTEpHETOM.
HanomHuTe geTtam, 4Tto OHM B 6e30nacHOCTM, ecrnv camMu pacckasanu Bam, O CBOMX Yrpo3ax WM TpeBorax.
lMoxBanuTe Ux 1 NOCOBETYNTE NOAOWTM eLle pa3 B NOAOOHbIX Criyyasx.

10. Pacckaxute petam o nopHorpadum B WHTepHeTe. lNMomornte mm 3awmtutbes OT cnama. Hayuute
NMOAPOCTKOB He BbldaBaTb B WHTepHeTe CBOEro peanbHOrO 3MEKTPOHHOIO agpeca, He oTBeyaTb Ha
HexernaTenbHble NMMCbMa U UCMOMNb30BaTh CreuvarnbHble NOYTOBble PUNBLTPLI.

11. Npuyunte cebs 3HAKOMUTLCS C canTamu, KOTOPble NOCELLAOT NOAPOCTKN.

12. Hayunte peten yBaxaTb OpYyrux B MHTepHeTe. Y6eauTech, YUTO OHU 3HAKT O TOM, YTO NpaBuna XopoLlero
noBedeHWs OeACTBYIOT Be3fe - AaXe B BMPTyallbHOM MUpe.

13. OObsAcHUTE [eTAM, YTO HM B KOeM clydyae Henb3a ucrnomnb3oBaTb CeTb ANA  XynuraHcTsa,
pacnpocTpaHeHNs! CrNeTeH UMK yrpo3 ApYruM NOAsAM.

14. Obcyaute ¢ nogpocTkamMu Mpobrembl CETEBbLIX a3apTHbIX UIP U UX BO3MOXHbIA puUcK. HanoMHuTe, 4TO
OEeTW He MOryT uUrpaTb B 3TW UIrPbl COTNACcHO 3aKOHY.

[MoCTOsIHHO KOHTpONUpyNTE ucnonb3oBaHne MHTepHeTa Bawum pebeHkom! OTO He HapyLLeHMe ero NMYHOro
NPOCTpPaHCTBa, a Mepa NPeaoCTOPOXHOCTU U NposiBrieHne Baluen poanTenbckon OTBETCTBEHHOCTU U 3a00Thl.
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